Teen Issues & Social Media:

Which came first: the 1ssues or the apps?
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Dr. Gwenn’s Rules of the Digital World

Age matters

Kids and lTeens do what they see

If you wouldn’t do it offline, don’t do it online
When In doubt, unplug

A busy teen is a teen out of trouble (usually)
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HIGHEST INTERNET PENETRATION LOWEST INTERNET PENETRATION

# COUNTRY USERS # COUNTRY Yo USERS

01 ICELAND 324,618 2% NORTHKOREA 003% 7,200

02 BERMUDA 68,280 2183 NIGER 20% 395,990

we

ove
SOC K

03 NORWAY 5,047,628 212 CHAD 26% 366,678

o4

05

06

08

09

10

we
are.

DENMARK

ANDORRA

UAE

NETHERLANDS

LUXEMBOURG

FAROE ISLANDS

SWEDEN

4%

6,462,161
82,148

8,807,226
16,143,879
541,206

47,762

9,216,226

21

210

209

208

206

205

CONGO (DEM. REP.)

ETHIOPIA

GUINEA-BISSAU

SIERRA LEONE

CENTRAL AFRICAN REP.

SOMAL A

BURUNDI

s0CHal - Sowrcex ITU, Imem et WeoddSsats, CA noSional governm et miris tex and ind sty b odie: UN US CensusBumou for papulotion data

3.0%
3.7%
3.8%

4.0%

4.4%

2,381,264
3,700,000
70,000
260,000
217,279

500,000




LS EUROPE: SOCIAL MEDIA PENETRATION

o 70% B
ICELAND F o

NORWAY‘,'”'[ L " '®Zﬁussu
esmuu

'UNITED DENMARK L"“UA"“ 23% LATVIA

" ® . @ Qs

IRELAND

NETHERMNDS@ GERMANY @ D
' BELGIUM @ @ ) CZECH REP. @ UKR‘MNE

3% ) ) ROMANIA

R
SWI'IZE LAND AUS‘I'RIA @ EUROPE
. | BULGARIA AVERAGE Gl

Qs @m o
. Y @GREECE 48%

We Are Social - Sources: US Census Bureau, Facebook, VKontakte » wearesocial.sg *+ @wearesocialsg + 48




Social media data
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KIDS PLAYING

thingsthenandnow.wordpress.com
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Figure 1: Perceptions of oversharenting on soclal media

74% of parents feel another parent shared too much online

96%

51% gave embarrassing
. =0/ that could identify a child
- 21% a child's location

shared
inappropriate
photos of a
child

Source: C.S. Mott Children’s Hospital National Poll on Children’s Health, 2015



Figure 1. Parents Who Occasionally Follow the Advice
of Their Children's Doctor

Proportion of parents r
most likely to follow advice about...
Nutrition-38%

Going to the dentist-22%
Using car seats/ booster seats-10%

Proportion of parents

least likely to follow advice about... g
Discipling-40%
Putting child to sleep-18%

Watching TV-13%

Source: C.S. Mott Children’s Hospital National Poll on Children’s Health, 2013.
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- The Terms of Service for most social media sites

+ AsK this:

The Age Issue

- Going on before 13 is akin to driving without a licen
age
+ To go on before age 13, you have to lie about your chilc

- would you do this in the “real” world?
+would you allow your child to go to a party with 1&
-+ 20 year olds?
-+ 30 year olds?
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38% of kids on Facebook are under the minimum age of 13 | ZDNet
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'She has to follow the rules': Mark
Zuckerberg and his wife won't let their
daughter Max have her own Facebook
account until she is 13 years old

« Priscilla Chan says the couple's daughter will have to wait before logging

on to the social network

« Chan is promoting the couple's philanthropic efforts, which she says are
mostly inspired by their 10-month-old daughter

« They plan to give away 99 per cent of their $45billion fortune to help
solve the world's problems

2015
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‘“Raising teenagers is like nailing Jell-o to a tree”
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5 year old - 20 year old

Key Points:

v B |0/ PuTe: 1. Teen Brains develop front to back
2. Teen Brains begin adult brain
development at the start of puberty &
complete it by the early 20’s







Top 10 Child Health Concerns in 2016

L

Among Black Adults | Among Hispanic Adults |

1 Bullying

2 Racial Inequities
3 School Violence
4 Drug Abuse

5 Internet Safety
6 Obesity

7 Gun Injuries

8 Sexting

9 Depression

10 Hunger

1%
61%
61%
99%
99%
08%
06%
04%
52%
00%

B "

1 Bullying

2 Obesity

3 Drug Abuse

4 Internet Safety
5 Stress

6 Abuse & Neglect
7 School Violence
8 Sexting

9 Teen Pregnancy
10 Depression

66%
62%
61%
59%
57 %
97 %
20%
54%
54%
53%

1 Obesity

2 Bullying

3 Drug Abuse

4 Internet Safety
5 Stress

6 Abuse & Neglect
7 Sexting

8 Suicide

9 Smoking

10 Depression

39%
02%
47%
44%
42%
41%
38%
36%
36%
36%

Source: C.S. Mott Children’s Hospital National Poll on Children’s Health, 2016
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Common Digital Myths

Social media is dangerous.

‘Friending” is dangerous.

Communicating with strangers online is bad/dangerous.

Predators Track Down Kids Online.

Game systems (including hand-held) don’t connect to the Internet.
Kids use headphones to not disturb the family.

The other kid is the bad guy.

Teenagers can handle cell phones just fine.

Kids don’t use their webcams or videos for stupid things.
Selfies are harmless.



Myth: Social Media Is Dangerous

Reality:

Social media is a tool.
It is only dangerous if used dangerously.




Myths:
Friending & talking to strangers is dangerous

Reality:
1. Teens have different amounts of friends per application
2. “danger” has a number of factors:
1. appropriate age for site
2. privacy settings
3. appropriate posting
4. appropriate friending/following
3. Stranger Danger studies have been exaggerated & taken out of context
1. Danger from online predators greatly exaggerated




Social Media Cries for help: who listens?




Social Media Cries for help: who listens?

Ashley Billasano, High School
Student, Tweeted 144 Times Before 'TOOk a" my pl"S bye bye!.
, .

Committing Suicide . . .
X oman commits suicide on
Facebook... and none of her

1,082 online friends help

By DAILY MAIL REPORTER
ast updated at 3:14 AM on 6th January 2011




Social Media Help Pages

1. Facebook: https://www.facebook.com/help/contact/305410456169423
2. Twitter: https://support.twitter.com/articles/20170313

3. Instagram: https://help.instagram.com/388741744585878
4. Snapchat: https://www.snapchat.com/safety


https://help.instagram.com/388741744585878
https://www.snapchat.com/safety

S:
1. Digital Games are not online & are always safe
2. Game Ratings Don’'t Matter
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Ratings Mater: Entertainment Software Ratings Board

RATING CATEGORIES

EARLY CHILDHOOD
Content is intended for young children.

EVERYONE
Content is generally suitable for all ages. May contain minimal cartoon, fantasy or mild
violence and/or infrequent use of mild language.

EVERYONE 10+
Content is generally suitable for ages 10 and up. May contain more cartoon, fantasy or mild
violence, mild language and/or minimal suggestive themes.

TEEN
Content is generally suitable for ages 13 and up. May contain violence, suggestive themes,
crude humor, minimal blood, simulated gambling and/or infrequent use of strong language.

MATURE
Content is generally suitable for ages 17 and up. May contain intense violence, blood and
gore, sexual content andfor strong language.

ADULTS ONLY
Content suitable only for adults ages 18 and up. May include prolonged scenes of intense
violence, graphic sexual content and/or gambling with real currency.




What Parents Don't Know:
Violent Games Mimic Real Life

1. Military games are based off of real military training modules

2. Games are true to life, bloody and intense

3. Ratings are 17+ and not meant for younger teens
4. Call of Duty is a true, watered down version of USA Department of

Defense’s Virtual Battleship 2
1. Military uses designers from major game companies

2. The games can be indistinguishable in many areas






Correlation with playing violent video games

Not best methodology
Best methodology
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Call of Duty Screen Shot




Virtual Battleship 2 Screenshot

l 'k‘k&.' Bohemia
) opyright © 2010 Interactive
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VBS2 v1.3 Highlights — VTK2

A screenshot from VBS 2.




Teens use headphones to be polite

Myth




Reality: Teens & Headphones

Confident (Deluxe Confident (Deluxe | ast Yoar Was | act Year Was
Edition) Edition)} o . . .
The Sweet Escape B  The Sweet Escape : ' omplicated omplicated
) ‘ P P (2015] (2015) Nick Jonas Nick Jonas

Gwen Stafani Gwan Stef;




Myths:
the other kid is the bad guy
teenagers can handle cellphones just fine

Reality: cell phones can cause major problems

NI'SM3INdOL






Bullymg Laws ) Cerbullying Laws

Schol Sanction

State [Cyber]bullying Laws

Data Sowrces: Cyberbullying Recearch
Center, Rainbow Rescurce (US map)



Sameer Hinduja and Justin W. Patchin (2016)

Cyberbullying Offending

N=5,707

Nationally-representative sample of 12-17 year old middle and high school students in the U.S.

[ have I have I posted I spread Iposted a Ipretended Ithreatened Ithreatened Iposted I posted Iposteda Icreateda One ormore
cyberbullied cyberbullied meanor rumors mean or to be to hurt to hurt mean or mean or mean or meanor of the forms,
others others hurtful about hurtful someone someone someone hurtful hurtful  hurtful video hurtful web two or more
(lifetime) comments someone picture elseonline througha whileonline comments comments online of pageabout times
about online, online of andactedin cell phone online about online about someone someone
someone through text someone awaythat text message someone someone'’s
online  messages, or Was mean or with a sexual race or color
emails hurtful to meaning

l them l
previous 30 days

Cyberbullying Research Center
www.cyberbullying.org







SameerHinduja andJustin W, Patchin {2008} www.cyberbullying. us

Cyberbullying and Suicide
N=1963

Cyberbullying victim Nota victim

W Suicidal Ideation Scale (range 0-4)

Note:Sample representsmiddle school students (grades 6-2) from alarge school district in the United States.
Far more information, email: research@ cyberbullying.us




Sexting: normative or deviant?

1. statistics vary per study from 20% to 50%
2. May be somewhat normal teen behavior as life goes digital/online
3. In the United States, teens are unaware of legal consequences

1. sexting carries with it child pornography penalties

2. most states have laws against sexting

4. Education has been found incredible powering in keeping teenagers safe
and responsible with sexting



Figure 1. CONSEQUENCES FOR CYBERBULLYING:
Parent views on how schools should respond

Refertolaw  Suspension  Detention
enforcement

Social media campaign to elect a certain 0 0 0
student for homecoming court, as mean joke 8 /0 37 A) 38 Al

R 8% 2% 39%

wdemwas caghtheatigonatest 00 | 26% | 46%

Posting online rumors 21 |y 3s(y 270/
that a student had sex at school 0 0 0
*Other responses included apologizing, no specific punishment

Source: C.S. Mott Children’s Hospital National Poll on
Children’s Health, 2015




Figure 1.
Bullying -when Should Schodls take action 2
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Source: C.S. Mott Childrens Hospital National Poll on Children’s Health, 2012.




Sameer Hinduja and Justin W. Patchin (2010)
r.cyberbullying. : : :
s Experience with Electronic Forms of
Teen Dating Violence by Grade

N=4,441
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Teen Dating Violence Behaviors (victim):

He or she prevented you from using the computer or your cell phone

He or she threatened youina cell phone text message

He or she uploaded or shared a humiliating or harassing picture of you online or through their cell
He or she posted something publicly online to make fun of, threaten, orembarrass you

Teen Dating Violence Behaviors (offender):

Prevented himor herfrom using the computer or theircell phone

Threatened himorherin a cell phone text message

Uploaded orshared a humiliating or harassing picture of him or her online or through your cell phone
Posted something publicly online to make fun of, threaten, orembarrass him or her

*Note: Scales range from 0-16 with highervalues representing more experience with electronicdatingviolence
Response set foreach of the above questions was: 0=never; 1=once; 2=a few times; 3=several times; 4=many times




Sexting & Data Confusion




Sexting & Data Confusion
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Sent nude photo' Cyberbullied ** Cheated in school' Driving a car

Risky Activities: Teens and Texting

The National Campasan 10 Prevent Teen and Unplanned Préegnancy Survey (Ociober 2008)
2. Cox Communications Teen Onine & Wirskess, Safety Surve (May 2009). q. 90/

. Common Sense Meda, H-Tech Cheating: Coll Phones and Cheating in School (June 2009). 0

3. Viingo Consumer Mobille Messaaging Habits Rv[b wis (May 2009)




Sexting & Data Confusion

Sexting by the Numbers

% who 0% who
sent received

National Campaign to Prevent Teen
and Unplanned Pregnancy (2008) 19% 31%

Cox Communications (2009) 9% 17%
MTV/AP(2009) 10% 15%
Pew (2009) 4% 15%
Hinduja & Patchin (2010 8% 13%




Sexting & Data Confusion
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Instantly watch The Lincoln Lawyer today!

HOT TOPICS ZUCKERBERGINTERVIEW APPLE FACEBOOK AMAZON TWITTER GOOGLE

Teenage Sexting Is Becoming The Norm

B GREGORY FERENSTEIN ¥

Friday, July 6th, 2012 71 Comments

“Under most existing laws, if our findings were extrapolated nationally,
several million teens could be prosecuted for child pornography,”
explains a new study on teen sexting, which finds that a whopping 28%
of teenagers text fully-nude pictures of themselves. We took a deep
dive into the much reported Pediatrics & Adolescent Medicine article,
and found some weird insights into a 21st century trend that is quickly
becoming the norm among teenagers.




Sexting & Data Confusion

Article | Sep 2012

Teen Sexting and Its Association With Sexual
Behaviors

Jeff R. Temple, PhD; Jonathan A. Paul, PhD; Patricia van den Berg, PhD; Vi Donna Le, BS; Amy McElhany, BA;
Brian W. Temple, MD

[+] Author Affiliations

Arch Pediatr Adolesc Med. 2012;166(9):828-833. doi:10.1001/archpediatrics.2012.835. TextSize:r A A A




The USA Legal Landscape




The USA Legal Landscape

Legal Landscape

Twenty-one states have moved to tailor their laws to address ‘sexting’

Bl Have enacted legislation ] Legislation introduced

Sources: National Conference of State Legislatures ; Berkman Center for Internet & Soclety at Harvard




The USA Legal Landscape

Google

teen charged with sexting

All News Videos Images Shopping More » Search tools

About 874,000 results (0.39 seconds)

Teen Sexting Laws | Is Sexting Legal? | Criminal Law
www.criminaldefenselawyer.com/crime-penalties/juvenile/sexting.htm v

These laws make the penalties for teen sexting less severe than if an adult would .... If a teen is 18 or
older, that teen can be charged as an adult and face more ...

KING: Black boy sexting with white girl ends in child porn charge - NY ...
www.nydailynews.com/.../king-black-boy-sexting-white-gir-ends-child-porn-charge-art...
Apr 28, 2016 - KING: 17-year-old black boy sexting with 16-year-old white girl and guess .... wasn't

doing what the majority of American teens have done.

Newtown High School students charged in 'sexting' ring - CNN.com
www.cnn.com/2016/01/27/us/connecticut-high-school-sexting-ring/ v

Jan 27, 2016 - Newtown High School students charged in 'sexting’ ring ... The names and ages of the
three teens who are facing charges have been withheld ...

Mom claims foul after teenage son arrested on sexting-related charges
www.ksla.com/.../mom-claims-foul-after-teenage-son-arrested-on-sexting-related-charge...
Apr 22, 2016 - A local mother claims her son is being singled out and charged excessively after
admitting to "'sexting’ a fellow teenager. But the Bossier Parish ...




Myth: teens don’t use webcams for dumb things

Reality: many dumb challenges caught on tape and posted.

. the cinnamon challenge

. many eating challenges: baby food, pet food, bugs
. racing cars

. other dare-devil challenges

. In addition, teens post intimate moments of their life on Instagram and
YouTube and endless selfies

vl D W N —

Solutions: Education



Myth: Selfies are harmless
Reality: depends on use

& 7 /)
!\(/N/—{,ﬁ the good,

- the bad and'the ‘
. what-were-you-thinking?: *




Selfies: what the research says

Research and recent surveys suggest selfies may boost self-
esteem

Essential elements seem to be posting in groups and an
intent to promote good will in others and self

Target group Is older teens and college age

Chen Y, Mark G, and Ali S. Promoting Positive Affect through Smartphone Photography. Psychology of Well-Being. 2016.
Today/AOL ldeal to Real survey February 2014
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Bullying
Sexting
Media Violence
Emotional Disorders
Self-Harm
Privacy Issues
(Digital Footprint)

Socialization
Communication
Learning
Health Information
(Digital Footprint)









Teaching Unplugging: Stack The Cell Phones




POWER OF
FAMILY MEALS

How Ea{ins Tosellwer Mokes Us
Smarler, Shonger, Heam'iier,
and HaPPier

MIRIAM WEINSTEIN




Family Meals: Benefits

» Better academic performance

* Higher self-esteem

» Greater sense of resilience

» Lower risk of substance abuse

» Lower risk of teen pregnancy

» Lower risk of depression

» Lower likelihood of developing eating disorders
» Lower risk of cyberbullying

www.thefamilydinnerproject.org

Elgar FJ, Napoletano A, Saul G, Dirks MA, Craig W, Poteat VP, Holt M, Koenig BW. Cyberbullying Victimization and Mental
Health in Adolescents and the Moderating Role of Family Dinners. JAMA Pediatr. 2014;168(11):1015-1022. doi:10.1001/
jamapediatrics.2014.1223

National Center on Addiction and Substance Abuse at Columbia University. The importance of family dinners,
VIIl. September 2012. Accessed 1/4/17. http://www.casacolumbia.org/templates/Publications Reports.aspx#r118


http://www.thefamilydinnerproject.org
http://www.casacolumbia.org/templates/Publications_Reports.aspx#r118




Dr. Gwenn's Family Media Use Plan

Kids and Teens

] will never give out personal information on my cell phone, mobile devices or computer

] understand that some games and APPs have age restrictions that are important to follow because it 1s never ok to
lie about my age to do anything, even 1if it seems fun.

] will not use any technology to harm another person and 1f someone uses it to harm me or make me feel
uncomfortable or afraid, I will let my parent or a trusted adult know

Parents

] will be good role models for my kids with digital technology and help them create a balance between digital and
nondigital activities.

] will have discussions with my kids about the proper uses of their phones and computer and what to do if they
are cyberbullied or sexted.

] will help my kids at each age pick TV shows, movies, social media sites and games that are approopriate for
their ages.

] will help my kids understand that many social media sites are for kids 13 years and older and that it 1s
important to not lie about his or her age to do anything on or off line.

] will let my kids know that I will only check their devices if I have a reason to do so and I won’t check a device
without taking to him or her first.



Family
*We will agree to technology-free times such as mea
*We will not use cell phones will driving, especially te

*We will use a cell phone 1n public where 1t may be rude
such as talking on the phone while 1n line for a store or ¢

*We will not use technology to harm others by engaging in t
harassment or sexting

Date:

Signed:
Parents:
Kids:




Safe Posting: TECH is the word

Talk to your kids about the online world and safety

Education yourself about online safety, programs

your kids are using, and useful tools

Check your kids’ computers and cell phones and

follow-through on consequences it home rules are
broken.



Safe Posting: Is the message RITE?

Reread your message. Is it what you want?

Imagine if you were the receiver. Would you be upset if you read
this?

Think about whether the message needs to be sent now. Can it

wait a bit?

Enter button should only be hit once you are sure the message Is

just right.



When to refer?

1. If you think you should refer, refer: psychiatry, pediatrics, legal
2. With depression, anxiety, eating disorders, self-harm, hunt for digital contributions
3. Consider a psych referral for cyberbullying and sexting
1. Kids and parents will minimize impact
4. Triage digital issues just like a health issue:
1. Is the issue interfering with home or school?
2. Are there somatic symptoms?
3. Is the child in physical danger?
4. Is someone else in physical danger?
5. Is alaw being broken?



Modeling: teens teaching teens

Williamsburg teen creates virtual

channel to fight bullying WEStO p Hate

f' ' W Raising "teen-esteem”

, MeStopHatt | pecause we believe that
o 2y 11 teens who love themselves
won't put others down. Join us!

w13 WILLAMSBURG

Press Coverage
by Velma Scaife Kl Recommend 66 * Founder, Emily-Anne Rigal
WVEC.com ~ 2011 TeenNick Halo Awards (Nov 6 @ 8pm!)

Fosied Oon Decomber 21 . 2010 a1l 537 P
LUDRARNT TUesoay. DeCc 2l al 537 FM L’

WILLIAMSBURG -~ 17-year old Emily-Anne Rigal has taken her love for

YouTube and her desire 1o help others and created her own Youlube
channel in hopes of ending bullying on the web.










Final Thoughts

The newest computer can merely compound...
the oldest problem in the relations between
human beings, and in the end the
communicator will be confronted with the old
problem, of what to say and how to say it. o

A
Let’s not throw the baby out
~ Edward R. Murrow with the bath water.
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Visit Us:

Web: www.pediatricsnow.com
Twitter: @DrGwenn

Facebook: facebook.com/DrGwenn
Email: drgwenn@pediatricsnow.com



http://www.pediatricsnow.com
http://facebook.com/DrGwenn

